


Welcome 

The digital world is vast, exciting and forever evolving 

world and are getting more and more tech savvy at an 

we are not experts, we have not grown up in the age 
of online technology and we have not had childhood 
experience to draw upon when providing guidance for 
our own children. 

2Simple have put together this informative guide to 

the digital world.

parents of children aged 5 to 7 and for those of children 
aged 7 to 11.

suit the needs of your child including those with Special 
Educational Needs.

of Special Educational Needs. Childnet International is an 

SEN Guidance
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Consider how you are using communication apps 

awareness of the permanence of online information. If 
anyone was to see the contents of your communications 

Apps use

Age appropriate content & PEGI ratings

There are so many entertaining, yet addictive, games and 

children. 

of the family are using. Pan European Game Information 

Many popular games offer online player communication 

to advance within the game. Demonstrate your own 

Is it really a good idea to spend money on 100 virtual 

during dinnertime or late into the evening, what message 

free times for focusing on conversation or other activity.

Appropriate times

Being your child’s role model 

Need more support? Contact us: 
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digital world. Here are some areas in which you can help your 

discussing them informally.

restrict them. 

Openness

employer, were to see it.

Personal information

moments in our child’s life; social media is certainly a 
platform to do this. However, do we fully understand the 

Sharenting

this is important and the purpose of having such security 
in place. If you are downloading apps for your child, focus 
their attention on the privacy requirements of the app; 

Security

including when accessing the internet away from home. 

around.

Rules

especially if they have access to your devices or 
you are using them together. Avoid commenting 
on, posting or following social media posts that 

you wouldn’t want your child to see. Always post 
and communicate respectfully.

DEMONSTRATE YOUR 
OWN ‘NETIQUETTE’

Need more support? Contact us: 
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Getting to grips with devices 
and their software 

your child’s devices, either those that come with the 
device or those that you install from an app store. Some 
apps provide reports of what your child has searched for 

that children are entitled to some privacy themselves 

measures that you choose feel too invasive for your child.

Safety Apps

Use technology to your advantage.

Internet Service Providers
(ISPs)

Need more support? Contact us: 
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Contact us

child is doing on a device. Carefully consider this and the 
safeguards that you will put in place. Children’s devices 

that they are doing; they may sit down to do some 

Devices everywhere

casting.

Apps

give permission for the developers of the app to access a 
variety of personal details. It’s very easy to ignore these 

often sold to third parties. 

developers can sell on your personal data. Apps may 
collect information such as your name, age and address, 

your location, even when you do not have the app open. 

Agreements of Use

It’s easy to feel overwhelmed and not in control when it comes 

what it does and if there are any pitfalls for children. Some of 
the tips on these pages will go someway to supporting your 

Need more support? Contact us: 
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AGES 5 TO 7

early age that their interactions in the digital world are 

approach.

As a start, you could search your own name on the 
internet with your child to see what your digital footprint 
contains. Discuss how the information got there and if 

games.

73%
of 8-12s have shared a 
photo online. (UK Safer 
Internet Centre, 2016)

Did You Know?

Digital footprint and online 
reputations

Need more support? Contact us: 
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footprints and online reputation. We hear of people losing their 

well as individuals who exploit naive users of the internet for 

accounts, etc.) and emails. Once we are aware of this, we need 
to consider the implications a digital footprint can have on our 
own and on our child’s present and future online reputation. 

or posts will leave a trail on the internet that forms their own 
digital footprint. The content that your child accesses, could 

people will form opinions of them. This digital record will stay 

of this is out of their control. 

AGES 7 TO 11

Build on the points covered in ages 5 to 7. 

search your own name on the internet with your child 
to see what your digital footprint contains. How did 

information removed. 

platforms. Help children to understand that when content 
is uploaded to these platforms, it also gets shared 
elsewhere and is out of your control. Even platforms 

storing the information somewhere and, at some point in 

If you have allowed your child to have any social media 
accounts or online game logins, you must stress the 

discuss the potential negative implications for their 
reputation if they or others post inappropriate content or 
comments. 

1 in 15
children aged 8-15 have 

broadcast themselves live 
on popular social media 
sites. (Childnet, 2017)

Need more support? Contact us: 
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Content

AGES 5 TO 7

content is rude, upsetting or generally inappropriate for 
them. Use search engines with them, demonstrating safe 
search settings as well as reading content descriptions 

always doing this. 

If your child has seen something inappropriate, discuss it 
with them and deal with it together. 

Over

45%
of children who access 

live stream content have 
witnessed violence or hatred 

content (NSPCC, 2017)

Did You Know?

Need more support? Contact us: 
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AGES 7 TO 11

The possibilities that the online world gives to us all for improving our 

communication, are amazing. 

children have access to can be challenging. There are no guaranteed 
safeguards that adults can put in place to prohibit inappropriate content 
being accessed. 

becoming informed and empowered users of the online world, recognising 
potential risks and dealing with inappropriate content. 

in the digital world. Peer pressure will have a stronger 

of digital devices and possible interactions online. Your 

online, download apps that their friends have and search 
for content that is popular among their peers. 

accessing content, apps or devices. Remember the 

Video Challenges

pressure to join in and keep up with the latest trends 
on apps such as TikTok, Instagram and Snapchat can 

importance of making safe choices online.

Age appropriate 

content

Inappropriate 

content

Age appropriate 

content

Inappropriate 

content

Your child will have more developed opinions of others 
and the world, which can have drawbacks when using 

comments, including personal information. 

Ratings are intended to protect children against 
exposure to content that will affect their mental 

relationships and other people.

71%
of 5-7s use
 YouTube.

(Ofcom, 2017)

81%
of 8 - 11s use 

YouTube.
(Ofcom, 2017)

Need more support? Contact us: 
T e

to be aware of. As AI continues to grow and develop, 
so too do the risks associated with it. It’s important 

couple things in mind in regards to its use. How is the 
application handling personal data? Is the information 

behaviour.
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AGES 5 TO 7

At this age, children need to understand that although 

not everyone is honest.

someone else online in order to protect their own privacy. 

protecting private personal details, such as their address 
and school. 

When you share images and information on social media, 

Self-image and identity

Almost

2 in 5
children have received negative 

comments on a photo they 
have posted. (UK Safer 

Internet, 2016)

Did You Know?
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AGES 7 TO 11

further.

Children will have a more developed sense of their online 
identity. In some places, such as in closed groups of 
friends, they might appear as themselves. In other places, 

promoting themselves online and turning this into a 
successful career. They might follow and admire people 

move may have negative repercussions if you are in the 

Helping your child to value themselves, their opinions and their 

to sort it out. If your child starts to come to you with small 

79%
of 5-7s go online for 
around 9 hours per 

week. (Ofcom, 2017)

81%
of 8-11s go online for 

(Ofcom, 2017)

Need more support? Contact us: 
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AGES 5 TO 7

information. 

Developing Scepticism

On average,

8 of 10
children access the online 

world through a smart 
phone (Global Kids Online 

Project, 2017)

Did You Know?

This statistic 
supports the 

idea that they are 
independently accessing 

the internet often 
away from adult 

supervision.

Need more support? Contact us: 
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apps. Groups and individuals are exploiting this for personal 
gain, which can have damaging effects on others. Therefore, 
developing scepticism is a vital component of staying safe 
online. 

EXCLUSIVE

FAKING NEWSnews

FACT!FAKE!

AGES 7 TO 11

Children should continue to develop their scepticism 

you do to handle these.

child in having the strength of their convictions and in 

most of these images are enhanced and that perfection 

themselves.

Help children to categorise what they see online or hear 

doesn’t have evidence for) or an opinion (a person’s view 

answer). People online might disguise false information 
as fact.

30%
check if an image or video 

is truthful. (UK Safer 
Internet Centre, 2016)

Need more support? Contact us: 
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AGES 5 TO 7

with someone. 

Reinforce that your child should never have feelings of 

essential. 

Online relationships

26%
of 6-year olds use the 
web for social media. 

(Opinion Leader, 
2016)

Need more support? Contact us: 
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AGES 7 TO 11

strangers even though most platforms for doing this are 

appropriate for their age group. 

Ensure that children have a good understanding of how 
to protect their own identity when online. This includes 

digital footprint.

Help children to recognise the value of sleeping on a 

very harmful. 

We have a vital role in modelling how we interact with others 

identifying information such as gamertags. Left to their own 

same caution when interacting with strangers online as they do 
in the real world. 

there permanently and if their opinion changes they may 

Children should demonstrate that they understand the 

some people are not who they say they are and will try 

Maintain open communication so that your child feels 

1 in 6 
of all 8-11s play games against 

people they have not met in 
person (Ofcom, 2017) 

Did You Know?

Liargirl453 
Hi, do you want to team up for 

Superman722
Hello Liargirl453. Sure, let’s complete 

where I live though. 

Need more support? Contact us: 
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AGES 5 TO 7

Bullying, wellbeing and 
mental health

as well as online. Children must understand how their 
actions can affect another person positively or negatively 

online may impact negatively upon themselves. 

way they are treated online. 

interested in their online safety. Use this notion to 

is for their physical health (so they do other activities) 

Maintaining open communications and using devices in 

48
is the average number of likes 

children say they need to get on 
a photo before they feel happy.

(UK Safer Internet Centre, 
2016)

Did You Know?

Need more support? Contact us: 
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AGES 7 TO 11

Our children live in a fun and exciting place, where they 
can now communicate with others anytime, anywhere. 

home. Recent studies have found that social media companies 

this in mind, you can’t rely on social media giants to protect 
your child. 

24/7. 

personal privacy on social media. Less secure children 

and save messages as evidence to show to a trusted 

and doing well at school.

recognising the pressures they are under from peers and 

or different at times.

27%
of children who spend over three 

hours a day on social media present 
symptoms of mental ill health. (EPI 

Social and mental health, 2017)

Need more support? Contact us: 
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AGES 5 TO 7

AGES 7 TO 11

understanding of ownership. 

and any copied images.

Children should routinely credit the sources of the 

and other media.

or music. Explain to them that this is illegal and help 

of downloading viruses and malware and prevents the 

from the real world. Children should learn that counterfeit 

reputation and aren’t fair on the original designers. Use this 
analogy to help children understand the importance of crediting 

Credit and 
ownership

40%
of children have felt 

embarrassed about an image 
that their parents have 

posted online.
(Opinion Leader, 

2016)

Did You Know?

Despite a minimum 
age of 13,

52%
of 8-12s have used Instagram, 

of whom 32% are regular 
users. (UK Safer Internet 

Centre, 2018)

Need more support? Contact us: 
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Start my trial now

3 STEPS
to supporting your child’s 

online safety learning at home

Login to Purple Mash with your child and search 

Purple Mash.

Try online safety 
activites

access trial now at www.2simple.com.
A 1 year home access account is less than £5 a 
month and it Includes 1000s of educational games 

Get a Free trial

1

2

3

Read this handy 
guide

Need more support? Contact us: 
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Jargon Buster

Application which displays adverts 
and can redirect searches.

Adware

Short for application

App

Application which displays adverts 
and can redirect searches.

Block

Blog/Blogging

A program that does things without 

malware.

Bot

Child Exploitation and Online 
Protection Command.

CEOP

A place where online users can 
chat. 

Chatroom

Chatroulette

Circumventor 
Sites

personal preferences. 

Cookie

Someone who follows someone 

Creeping

The use of electronic 

Cyberbullying

These apps help children hide 
videos/images from their parents. 

Decoy App

A person’s trail of data on the 

Digital Footprint

A digital image used to express an 
idea, action or emotion.

Emoji

Changing a user’s social media 
account content without permission. 

Fabotage

from external threats. 

Firewall

A person who plays mostly online 
video games. 

Gamer

An alter ego made from an alias, 
picture or avatar.

Gamer Tag

Need more support? Contact us: 
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online gamers.

Griefer

Someone who gains a child’s trust 

Grooming

A person who gains unauthorised 
access to information. 

Hacker

A crime which pieces together 

Identity Theft

users via the internet. 

IM

Purchases of services or products 

to phone accounts or nominated 
cards.

In-app 
Purchasing

device.

Incognito 
Browsing

An internet service provider gives 
access to the internet. 

ISP

Unauthorised software which 
damages, disrupts or accesses a 

device.

Malware

Netiquette is the code of good 

Netiquette

in order to extract information. 

Pharming

Phishing

Apps and sites allowing users 

damaging for children.

Photosharing

Private or personal message very 
popular on social media platforms.

PM

social media accounts. 

social media. 

Send and receiving sexually explicit 
message, images or videos. 

Sexting

The sharing of content and 

Social Media

Messages sent to user for phishing, 
malware and advertising purposes. 

Spam

Unauthorised software covertly 
collecting information from a device. 

Spyware

Malware disguised as legitimate 
software.

Trojan

messages. 

Troll

Online services which allow users to 
post and view clips. 

Video Hosting 
Sites

A piece of code detrimental to 

itself. 

Virus

Need more support? Contact us: 
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One of our most popular products is Purple Mash, a safe online space where children can 

www.2simple.com
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